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Abstract

The problem of hardware security is a serious concern that has led to a lot of work on hardware
prevention of piracy and intellectual property (IP), which can be broadly classified into two main
categories: 1) authentication-based approach, or 2) obfuscation-based approach. The authentication-based
approaches include physical unclonable functions (PUFs) based authentication, digital watermarking, key
locking and hardware metering. PUFs can store secret keys in integrated circuits (ICs) by exploiting the
uncontrollable randomness due to manufacturing process variations. These PUFs can be used for
authentication of devices and for key generation in security applications. Obfuscation-based approach is a
technique that transforms an application or a design into one that is functionally equivalent to the original
but is significantly more difficult to reverse engineer. Some hardware protection methods are achieved by
altering the human readability of the hardware description language (HDL) code, or by encrypting the
source code based on cryptographic techniques. Recently, a number of hardware protection schemes have
been proposed that modify the finite-state machine (FSM) representations to obfuscate the circuits. This
talk will present functional encryption by static and dynamic obfuscation. These obfuscation approaches
can prevent reverse engineering and sale of excess parts. .
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